
THE FIGHT AGAINST COUNTERFEITING 
-  

IP AND INTERNET BRAND PROTECTION 
MR. MARCO BRUNO – CONVEY S.R.L. 

 
COLOGNE – 7TH SEPTEMBER 2016 



2 

Innovative services and solutions for Intellectual Property protection and 
enforcement in Internet: 
 

Online Anti-Piracy and Anti-Counterfeiting services 
 
Internet Brand Compliance services for distribution  
channels control and licensee/distributors management  
 
TM Clearing House accredited Agent for new generic Top Level 
Domains protection 

WHO IS CONVEY? 
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LIMITS OF A ‘TRADITIONAL’ APPROACH 

Method: 
The IPR Owner targets the digital counterfeiter/abuser through: 
1. Sending of Cease&Desist letters, or 
2. Starting a court proceding 
 
Results:  
FAILURE FREQUENTLY  GUARANTEED 
 
Reasons: 
 Counterfeiters conceal their identity and have hundreds of alter-egos 
 C&D are too weak – It’s scrap paper in the eye of a counterfeiter 
 Lawsuits are too slow and expensive 
 Internet is ever-changing – contents appear/disappear/change in minutes 
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THE NEW PARADIGM OF ONLINE COUNTERFEITING 

Method: 
The IPR Owner forgets the counterfeiter and  
targets the ‘Internet Service Provider’ through a ‘TAKE DOWN NOTICE’ 
 

What does ‘ISP’ mean in this context? 
1. The Registrar i.e. Godaddy, Tucows, Marcaria, etc… 

2. The Hosting Provider, i.e. 1and1., Hetzner, etc… 

3. The Marketplace, i.e. eBay, Amazon, Alibaba, Taobao, Dhgate, Rakuten, etc… 

4. The Social Network, i.e. Facebook, Twitter, Instagram, etc… 
 

 
Results: GREAT CHANCES OF SUCCESS 
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JURIDICAL GROUNDS – ISP LIABILITY 
[EUROPE] Directive 2000/31/EC on eCommerce 
[…] the service provider is not liable for the information stored[…] on condition that: 
(a) the provider does not have actual knowledge of illegal activity or information […]; or 

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to                               
remove or to disable access to the information. 
 
[US] 17 U.S. Code § 512  
A service provider shall not be liable for monetary relief  for infringement of copyright by reason of the storage at the direction of a user […] if 
the service provider 
(i) does not have actual knowledge […] of the infringement; 
(ii) […] is not aware of facts or circumstances from which infringing activity is apparent; or 

(iii) upon obtaining such knowledge or awareness, acts expeditiously to remove, or disable 
access to, the material. 
 
[CHINA] Art. 36 Chinese Tort Law 侵权行为 
A network service provider who infringes upon the civil right or interest shall assume the tort liability. 
Where a network user commits a tort through the network services, the victim of the tort shall be entitled 
to notify the network service provider to take such necessary measures as deletion, block or 

disconnection. If, after being notified, the network service provider fails to take necessary measures 
in a timely manner, it shall be jointly and severally liable for any additional harm with the 
network user. 
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1ST ISSUE – FIND THE PROPER WAY TO OPERATE WITH EACH 
PROVIDER 

A. THERE ARE HUNDREDS OF DIFFERENT PROVIDERS, EACH WITH ITS OWN  
WAY TO ACCEPT AND HANDLE THE ‘NOTICE & TAKEDOWN’ REQUESTS - WHAT WORKS 
WITH ONE ISP, FAILS WITH ANOTHER 
 
B. PROVIDERS ARE COUNTRY BASED: MANY REQUIRE LOCAL LANGUAGE SKILLS 
 

C. MAJOR PROVIDERS HAVE COMPLEX IP PROTECTION SYSTEMS, REQUIRING: 
- ACCREDITATION PROCEDURES OF THE COMPANY 
- ACCREDITATION PROCEDURES OF IP RIGHTS  
- OTHER PRE-REQUISITES (EXTENSION OF THE IP RIGHTS, % OF SUCCESS RATES, ETC…) 
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2ND ISSUE – COMBATING HUNDRED THOUSANDS CASES 
NO MATTER THE INDUSTRY - RENOWNED BRANDS ARE WIDELY EXPOSED TO INTERNET ABUSES 
AND COUNTERFEITS. 
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2ND ISSUE – COMBATING HUNDRED THOUSANDS CASES 
PLENTY OF EXAMPLES ARE AVAILABLE BOTH ON INTERNATIONAL MARKETPLACES…  
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2ND ISSUE – COMBATING HUNDRED THOUSANDS CASES 
…AND ON DOMESTIC ONES 
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3RD ISSUE – COUNTERFEITERS ARE SMART… 
Counterfeiters are getting smarter and 
raise the bar against enforcement 
activities by REMOVING EVERY CITATION 
OF THE BRAND/COMPANY IN THE 
TITLE/TEXT OF THE OFFERINGS 

TRADITIONAL MONITORING IS TEXT BASED 

– 
TEXTUAL QUERIES ARE NOT SUFFICIENT 
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4TH ISSUE – TRADEMARKS ARE NOT ANY MORE ENOUGH… 

TRADEMARKS ARE THE MOST IMMEDIATE WEAPON TO TACKLE COUNTERFEITS, BUT… 
 
COUNTERFEITERS ARE INFRINGING UPON ALL YOUR IP RIGHTS, INCLUDING 
- TECHNOLOGY PATENTS 
- DESIGN RIGHTS 
- COPYRIGHTS 
 
… AND THEY ARE SMART ENOUGH TO ADAPT THE CONTENTS OF THEIR OFFERINGS TO AVOID 
ENFORCEMENT. SEE BELOW… 
 

 
 
 
 
 

A FAKE SELLE SMP SADDLE (the TM is visible) 
ENFORCEMENT ON THE GROUND OF A TM 

ONE WEEK 
LATER… 

A FAKE SMP SADDLE (TMs disappeared) 
AND NOW?? 
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CONVEY’S APPROACH 
 

EX ANTE DETECTION AND ANALYSIS OF THE EXISTING ONLINE THREATS  
 AND SYSTEMATIC SURVEILLANCE OF FUTURE ABUSES 
 
 
 IDENTIFICATION OF THE INVOLVED PROVIDERS AND 
            DEFINITION OF THE OPTIMAL ENFORCEMENT STRATEGY 
 
 
 EXPLOITATION OF THE WHOLE INTELLECTUAL PROPERTY 
          RIGHTS PORTFOLIOS 
 
 
  

TACKLING INTERNET COUNTERFEITS 
EFFICIENTLY 

INTERNET  
INTELLIGENCE 

BUSINESS 
INTELLIGENCE 

PROFOUND IP 
EXPERTISE  

= 
+ 
+ 



 

©WFSGI and Convey SRL 2014 

FAKES ON WESTERN 
MKTPLACES ARE JUST THE 
TIP OF THE ICEBERG 

CHINESE E-COMMERCE PLATFORMS ARE THE MAIN 
SOURCE OF COUNTERFEITS 

APPLICATION OF THIS APPROACH ON ASIAN MARKETPLACES  
THE MAIN SOURCE OF COUNTERFEITS 
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1ST PHASE – SET UP OF RELEVANT COMPLAINT PROCEDURES 
REQUIREMENTS FOR THE ‘NOTICE & TAKEDOWN’ REQUESTS:  
PRELIMINARY ACCREDITATION OF THE IP OWNERS AND THE IP RIGHTS ON 
THE VARIOUS IPR PROTECTION PLATFORMS  
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2ND PHASE – ANALYSIS OF ALL LISTINGS AND DETECTION 
OF ABUSIVE URLS ANALYSIS OF: 

 
1. SELLERS 
2. PRODUCTS 
3. MODELS 
4. PRICES 
5. PRODUCT CATEGORIES 
6. AVAILABILITY 
7. MIN. PURCHASE 
8. ITEMS SOLD 
9. TURNOVER 
10. IMAGES ABUSING COPYRIGHT 
11. ALTERED IMAGES (BLURRED 

AND/OR REMOVED TM) 
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3RD PHASE – PRIORITIZING TARGETS AND OUTLINING OF 
A CUSTOM MADE ENFORCEMENT STRATEGY 

IN-DEPTH ANALYSIS OF EACH 
MARKETPLACE 

DETECTION OF SELLERS AND 
ASSESSMENT OF PRIORITIES ON THE 
BASIS OF DANGER LEVELS 

XRAY ON THE TARGET AND START OFF 
WITH TAKEDOWNS 
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4TH PHASE – START OFF WITH TAKEDOWNS – REMOVAL OF 
ABUSIVE URLS AND SHUT DOWN OF E-SHOPS 

1. SET UP OF COMPLAINT 
PLATFORMS/PROCEDURES 

2. CHOICE OF THE IP RIGHT ON WHICH 
TO GROUND THE TAKE-DOWN NOTICE 

3. FILING AND MANAGING TAKE-
DOWN NOTICES IN MANDARIN 
CHINESE 
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DETECTION OF 
COUNTERFEIT OFFERINGS 
NOT SHOWING 
TRADEMARKS IN THE 
TEXT/DESCRIPTION 

5TH PHASE – REFINEMENT OF ANALYSIS THROUGH IMAGES 
DETECTION 

FROM TEXTUAL QUERIES TO 
THE ANALYSIS OF WHOLE 
PRODUCT CATEGORIES 
 
THE TRADEMARK DETECTION 
TAKES PLACES THROUGH A 
DOWNSTREAM ANALYSIS ON 
EACH IMAGE BY AN 
ALGORITHM 
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6TH PHASE – ENFORCEMENT GROUNDED ON THE WHOLE IP 
PORTFOLIO – FROM TRADEMARKS TO COPYRIGHTED ARTWORK 
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6TH PHASE – ENFORCEMENT GROUNDED ON THE WHOLE IP 
PORTFOLIO – FROM TRADEMARKS TO DESIGN PATENTS 
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6TH PHASE – ENFORCEMENT GROUNDED ON THE WHOLE IP 
PORTFOLIO – FROM TRADEMARKS TO INVENTION PATENTS 
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RETURN ON INVESTMENT (ROI) – CASE STUDY 

RESULTS OF ENFORCEMENT 
ACTIONS AS A FACTUAL 
BENCHMARK OF THE IP 
PORTFOLIO: 
- TRADEMARKS 
- TRADEMARKS ON MODELS 
- COPYRIGHTED LOGOS 
- COPYRIGHT ON WEBSITE 
- COPYRIGHTED CATALOGUES 
- DESIGN PATENTS 
- INVENTION PATENTS 
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THE GOODFAITH TAKEDOWN MECHANISM  

THE EXPOITATION OF THE 
WHOLE IP PORTFOLIO IS THE 
BASIS FOR A TOP REMOVAL 
RATE AWARDED BY THE 
MARKETPLACES 
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THERE ARE TWO KINDS OF COUNTERFEITERS: THOSE WHO FEEL  
GUILTY… 
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THERE ARE TWO KINDS OF COUNTERFEITERS: …… AND THOSE 
WHO DON’T   

…  BUT WE GOT USED TO IT! 
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  Via Sagra di San Michele, 27 
   10139 TORINO 
        +39 011 4337606    
   
  www.convey.it  
  informazioni@convey.it   
  enforcement@convey.it 
  gtld@convey.it                                                         

THANK YOU! 
 

http://www.convey.it/
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QUESTIONS 
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